HIKOMNOJIbChbKUI MICBKHUI I'OJIOBA

JAuHinponerpoBcbhbka oOmacTs

PO3SINMOPAAKEHHA

19.07.2023 M. HikomoJb No 95-p

[Ipo 3aTBepAKEHHA IHCTPYKUII 3
BUKOPUCTAHHS 3aCTOCYHKIB JJ1s1 OOMIHY
MOB1JIOMJICHHSIMU, TIPOBEACHHS ayI10-
Ta B1JICOKOH(pepeHI1H

Ha Bukonanus popyuenHs Ilpem’ep-minictpa VYkpaimm Bim 07.02.2023
Ne2692/1/1-23 o nucra ['omoBHOKOMaHayBaua 30poiHux Cun VYkpainu Bix
27.01.2023 Ne 300/1/C/672, xepyrounch ctattero 42 3akony Ykpaiau «IIpo miciiese
CaMOBpSyBaHHS B YKpaiH1»:

1. 3arBepauTH 1HCTPYKIIIO 3 BUKOPUCTAHHS 3aCTOCYHKIB I OOMIiHY
MOB1JIOMJICHHSIMU, MTPOBEJICHHSI ayAi0- Ta BijicokoHpepeHii (qam - [HcTpykiis), 1Mo
JIOJTAETHCSL.

2. Bigainy iHGopMaIiiHUX TEXHOJIOTIHA yIpaBiHHS 3a0e3MeUeHHs AisSTIbHOCTI
BUKOHABUYMX oOpraHiB Micbkoi paau (TkayeHko) 3a0e3neynTd O3HAWOMIICHHS
MpaIiBHUKIB BUKOHABUYMX OpraHiB MICBKOI paiau 3 [HCTPYKIl€ I TOAAJbIIOTO
BUKOPHUCTAHHS B pOOOTI.

3. KoHTposnb 32 BUKOHAHHSM I[LOTO PO3MOPSKEHHS MOKJIACTH Ha KEPYIOUOTO
cnpaBamu Bukonkomy ['op6omic H.b.

MicbKkuii rosioBa Onekcannp CAIOK



Jlomatoxk
710 PO3MOPSJKEHHS] MICBKOTO TOJIOBH
BiJI Ne

IHCTPYKIIA
3 BUKOPUCTAHHSA 3aCTOCYHKIB /11 00MIHY IMOBiIOMJICHHSIMH, IPOBEACHHS ay/1io-
Ta BileOKOHepeHuii

1. TI'axy3b 3acTocyBaHHA

Ils 1HCTPYKIli TIOIIMPIOETHCS Ha CHIBPOOITHUKIB BHKOHABYUX OpraHiB
Hikomonbchbkoi MiICBKOI pagu TpPU  BUKOPHUCTAHHI 3aCTOCYHKIB JUIsi  OOMIiHY
MOBIJJOMJICHHSIMH, TIPOBEJICHHS ayJl0- Ta BIJCOKOH(EpEeHIN il 4yac BUKOHAHHS
pobounx 000B’SI3KiB.

IHCTpYKIIiST € 000B’SA3KOBOIO JIJIi BUBUCHHS Ta BUKOHAHHS BCiMa 0coOamu, sKi
MPAITOI0Th Y BUKOHABYMX opraHax HikomosibChKoi MICHKOI paiu.

2. BuMoru BUKOPUCTAHHSA 3aCTOCYHKIB /1JI1s1 0OMiHY OBiIOMJICHHSIMH,
NPOBeICHHS ay/1i0- Ta BiaeoKoH(epeHuin

[Ipn BUKOpHUCTaHHI 3aCTOCYHKIB JJIi OOMIHY MOBIJOMJICHHSAMH HEOOXiJIHO
JOTPUMYBATHUCh HACTYITHUX NTPaBUIIL:
e 3a00pOHAETHCS MepeaaBaTy iH(OPMAILio 3 0OMEKEHUM JOCTYIIOM;
® BHUKOPUCTOBYBATHU ABO(PAKTOPHY ayTEHTU(IKAIIIIO;
® BUKOPHCTOBYBAaTH CKpI3HE IIU(PYBAHHS.

[Ipu BUKOpHCTaHHI 3aCTOCYHKIB JIJIsl IPOBEACHHS ayio- Ta BiACOKOH(EpEHIIii
HEOOX1JTHO TOTPUMYBATHCh HACTYITHUX MPABUIIL:

® TIATOTYBaTH CEPEOBHIIE A POOOTH Ta MEPEKOHATHCS, IO B MOJ 30PY
BeOKaMepHu He Ma€ KOAHUX KOH(DIICHITIHHUX JaHUX;

e yBIMKHYTH (DYHKIIif0 upyBaHHS ay/i0- Ta BiACO3B’ 3Ky,

® HE MOIIMPIOBATH MOCHUJIAaHHS Ha KOH(epeHlIi y BIAKPUTOMY JTOCTYIII Ta
BCTAHOBUTHU Naposib U BXOMy, SIKMA HEOOX1JHO 3MIHIOBATH KOKHOI
HOBOI cecli;

® KOHTPOJIIOBATH MiIKIIOYEHHS YYaCHHKIB;

® [Ii]] YaC CMUJIbBHOIO BUKOPUCTAHHS €KpaHy MONIMPIOBATH JIUILIE HEOOX1/IHI
JIaHi;

e HajamTyBaTh Oe3meyHy mnepenady (aiimiB, g YyTIUBUX JaHUX
J0JTATKOBO HAJAIITyBaTH MUGPYBaHHS Ta MAPOJIbHUHN 3aXHCT;

e 3a00pOHAETHCS NepeaaBaT iHGOPMAIIIIO 3 0OMEKEHUM JIOCTYIIOM.

3. HanamryBaHHs 0e3lleKH BUKOPUCTAHHS 3aCTOCYHKIB J1J151 00MiHY
NMOBIIOMJICHHAAMU, POBE/ICHHS ay/1i0- Ta BileokoHepeHLii
CxpizHe mppyBaHHs:
e Jlumie BiANpaBHUK 1 0JIepKyBay MatOTh JOCTYM /10 BMICTY HOBIAOMJICHHS;
e [HIMBIMyaNbHI Ta TPYMHOBI TOBIJOMJICHHS BHIAISIOTHCS 3 CEPBEPIB
0Jipa3y MiCJsl TOCTaBKH;



® 3aXUIIAE MEPCOHATBHI PO3MOBH BiJ] PO3TIOBCIOKEHHSI.

JBopakTopHa ayTeHTH]IKaLLfA:

Jlumie B MOXeTe BHOCHTH 3MIHU Yy CBI OOJIIKOBH 3anuc, BcTaHOBUBLIM PIN-
KOZ.

Bam PIN-kon gae 3Mory aktuBailii akayHTy Ha 1HIIOMY IPHCTPOI, TOMY HIXTO
HEe 3MO’K€ BKpACTH BaIll OOJIKOBUH 3amuc, SKIo He 3Hae Bamoro PIN-kony.

Sxmo Bam PIN-kox BBeI€HO HENPaBWIbHO, IIEBHI YACTHHU BAIIOT0 OOJIKOBOTO
3anucy Oyje 3a0J10KOBaHO.

Hagimo HeoOxigHa n1BogakTopHa ayreHTH(IKANIA?

Ileii MeTON BUKOPHUCTOBYETHCS A 3aXHCTy [EPCOHAJIBHUX JIAHUX,
«YCKIJIQTHEHHS» POOOTH 3JIOBMHUCHUKAM. Y Cy4YacHOMY CBITI 37aMaTd TMPOCTHH 1
KOPOTKUIH TIapojib, SKUM KOPUCTYETHhCS OUIBIIICTh JIFOAEH depe3 3pPYydHICTh
3amaM’sITOBYBAHHS, HE Ba)XXKO. TOMy SIKIIO Xakep MPOMAE NMEPIINA Iap 3aXHCTY,
HOMy JMOBENETbCS OTPUMATU JAOCTYI A0 TeneOHHOTO HOMEpa abo EIeKTPOHHOI
MOIITH, 1[0 HabaraTo ckiajHime. Takox ABodakTopHa 1IeHTU(IKALlIS MOoNepeIKae
po Crpodu 3JI0My OOJIKOBOTO 3amucy. Y IbOMY BHUIIQJIKy BamM Ha TenedoH abo
MOIITY MOKE MPUUTH OJHOPA30BUN KOJA, AKUH BU HE 3alUTYyBajd, 1 MOTPIOHO
SKHAWUIIBUIIE 3MIHIOBATH MApPOJIb.

HanamryBanHs 0e3neku y Meccenkepi Viber

Sk BumrounTH 1Bo(akTopHy ayreHTudikaito y Viber:
e Haruchits (Android) (10S);

Hatucuite Hanaromkenns;

Hatucnite KondiaeHIiiHICT;

Hatuchite /[BodakTopHa ayTeHTU]iKaLis;

Beenite 6-3naunnii PIN-koz;

Hartucnite Jani;

Brenite PIN e pas;

Hatucnits Jani;

AJlpeca €JNEeKTpPOHHOI TOINTH, SKYy BH paHillle BUKOPUCTOBYBAIU IS

HAJNAIITYBaHHA OOJIKOBOro 3amucy Viber, 3’sBUTbCS Ha CTOPIHII

MiITBEPKCHHSI €IEKTPOHHOT TOIITH;

e Hartucuite «Jlami», mo0 TPOAOBKUTH Ta 3aBEPIIMTH HaJIAIITyBaHHS
nBo(dakTopHOi ayTeHTH U PIKaIii;

e AO0O BBEHITH aJIpecy €JEKTPOHHOI IMOIITH, SIKIO Yy BaC HE HAJAIITOBAHO
€JIEKTPOHHY aJipecy ab0 BM X04YeTe BUKOPUCTOBYBATH 1HIITY aJIpecy

e Bu orpumaere TiATBEp/KCHHS ~— HAJAMTyBaHHSA  JBOGAKTOPHOI
ayTeHTH(UKAIIi].

Sk BKIIOYUTH CKpi3HE mudpyBanHs y Viber:
Yar 1-Ha-1:
o Harucuite Yaru;



e Bubepith yar 1-Ha-1;

e Harucuite «Inpopmarnis» (Android) abo nazBu uvary (10S) y BepxHiii
YaCTHHI €KpaHa;

e HarucHits [Hdopmanis yary;

e 3HaiiAITh 3aMOK UG PYBaHHS Mij] 300paKEHHSIM KOHTAKTY;

['pynoBwuii var:

e HartucHits Yatu;

e Bubepits rpyiy;

e Hatucuite «Indopmamis» (Android) a6o nazsu rpymu (10S) y BepxHiit
YaCTHHI €KpaHa;

e Android: HaTucHiTh «IHpOpMAIIis TTPO YaTH;

e 3HaiiAITh 3aMOK WM(PYBaHHS I1J] 300paKEHHAM I'PyIIH.

Sk mepeBipuTH sKy 1H(MOpMAaILito PO Bac 0ayaTh 1HII KOPUCTYBAYI:
e Harucnits (Android) (10S);
e Harucuite HanaromkeHnns;
e Harucuite KondineHIinHicTs;
e (OO0epiTh iH(pOpMaIIito, Ky iHPOPMAIIiIO BU OaKAETE CXOBATH.

HanamryBanus 0e3nexu y Meccena:kepi WhatsApp

Sk BmounTH 1Bo(akTopHy ayreHTudikaiio y WhatsApp:

e Bubepith cBiif AKayHT;

e Bubepith «MeH10 1B0(GaKTOPHOT ayTeHTUDIKALIIi»;

e Jlam HATUCHITH «YBIMKHYTH» Ta CTBOPITH IIECTH3HAYHUI Mapoiib. Bam
noTpiOHO Oy/ie BBOJUTH HOTO MEPIOJUYHO Ta KOXKHOTO pasy, KOJU BH
peectpyere WhatsApp Ha HOBOMY NPUCTPOT;

e BgeniTh aapecy eleKTpOHHOI MOIITH, SKIIO BU 3a0yaere abo BTpATUTE
KO/I.

Sk BxmrounTH crioBimeHHs 6e3meku y WhatsApp:
e VY HajalmTyBaHHAX HATUCHITH AKayHT;
e Bubepits besmneka;
e HarucHite nepemukaua «Iloka3atu CHOBIIIEHHS CUCTEMHU OE3MEKH» Ta
MOCTAaBTE BaX1J1b 3€JIEHOTO KOJIbOPY.

HanamryBanus 0e3nexku y meccenakepi Telegram

Sx BrmrounTH 1BodakTopHy ayreHTHdiKalio y Telegram:
e HarucHITh KHOTIKY MEHIO Y BEpXHBOMY JIIBOMY KyTi €KpaHa;
e Harucuite HanamryBanns;
e Harucuite Kondinenmiiinicts 1 6e3meka;
e HarucHits /[BodakTopHa ayTeHTU]IKALIS;
e Bsenith mapos.



Sk BKITIOUUTH ckpi3He mudpyBannsa y Telegram:

Binkpuiite Telegram;

HartucHiTe 3Ha4oK OMiBIS (HOBUH 4YaT) y HIDKHbOMY IPaBOMY KyTi
eKpaHa;

HatucHite « HoBuil cexpeTHuil yaty;

BubepiTh KOHTaKT, 1100 MOYATH CEKPETHUN YaT.

Sk nepeBipuTH Ky 1H(OpMaLito Mpo Bac 0ayaTh 1HII KOPUCTYBAYL:

HaTucHITh KHOTIKY MEHIO Y BEpXHBOMY JIIBOMY KYyT1 €KpaHa;

Hartucnite HanamryBanHs;

HatuchHite KondiaenuiitHicTs 1 6e3mneka;

VY Poznini «IIpuBaTHICTE» MOKHA MEPErNIIHYTH Ta 3MIHUTH JOCTYI 0
BaIllMX JIAaHUX.

HanamryBanus 0e3nexku y Mmeccenakepi Facebook Messenger

Sk BimounTH ckpizne mudpysanus y Facebook Messenger:

[Tepetinith m0 mpodimo kopuctyBada. lle MoxkHa 3poOUTH, BHOpABIIH
qaT, SIKUW BU MA€ETE 3 HUMU, 1 HATUCHYBIIIH 300pakeHHs TPOod1iITto;

VY poznuni «IHmi aii» Bubepith «llepeith 10 CEKpEeTHOI PO3MOBH», a
MOTIM MOYHITh MEPEIUCKY.

Sx BrmrounTtH 1BodakTopHy ayreHTH(iKalio y Facebook Messenger:

Binkpwuiite HacTpoiiku O6e3neku Ta apropu3aiii y Facebook;

[lepeitaitTs 10 po3ainy Buxopucratu nodakTopHy aBTEHTU(IKAIIIO Ta
HaTUCHITH Penarysaru;

BubepiTe moTpiOHUI CMOCIO MEepeBipKU Ta TOTPUMYUTECh IHCTPYKIIIA Ha
eKpaHi.

[Ipu HanamryBaHHi ABOQAKTOPHOI aBTEHTUdIKAIIl BU 3MOXKETe BUOpaTH OJIUH
13 c11oco01B MEPEBIPKU:

Kirou 6e3mexku Ha CyMiCHOMY TTPUCTPOT;

Komu st BXomy, IO TEHEPYIOThCS CTOPOHHIM JIOAATKOM  JIS
aBTeHTHUIKAIIIT,

Konu y SMS, mo Hagxoasats Ha MOOUTHHUHN TeaedOoH.

OcHoBHI acnekTn 0e3me4Hoi po00OTH 3 cMCTeMaMM INPOBEICHHS ayaio- Ta
BileokOH(pepeHuiii:

iaroryiire cepenoBuile AJs pod0OTH

BuTokM maHMX 4YacTo TpPAIUIAIOTHCS HEHaBMHCHO. Hampwukmanm, Ha mommmi auis
3anuciB mo3aay Bac wmorma samumutucs mneBHA KoHbieHIHA 1H(opMalis 3
MONepeIHbO1 OHNIAaH-3ycTpidl. ToMy mepen moyaTkoM po3MOBHU MEPEKOHAUTECH, IO
B I10J11 30py BeO-KaMepH HeMae KOTHUX KOH(IISHIIMHUX TaHUX.



BcTaHOBITH KOHTPOJIb 10CTYIY

binpuiicte miargopM ais NpoBeAEHHS 3yCTpiueld B popMati BIIEO JO3BOJISIOTH
CTBOPIOBATH TPyNH KOPUCTYyBadiB a00 OOMEXKyBaTH JOCTYMN 4epe3 [HTepHeT-I0MEH,
TaKUM YMHOM IPUETHATUCA 10 I3BIHKA 3MOXKE JIUIIE OOMEXKEHE KOJIO OCiO.

Jlnst momatkoBoi Oe3neku BijieoKOH(EpeH Il BCTaHOBITh Mapoib. SIK mpaBuio,
MiJ] 4ac CTBOPEHHsS KOH(EpeHIlli BiH I'eHepyeThCsl aBTOMATUYHO, 1 yCi, KOro 0yJo
3aMpoIIeHO 0 PO3MOBH, MOBUHHI OyIyTh oro BBecTH. OHAK, HE BApTO BCTABIATU
MapoJib y TOCHWJIaHHS Ha 3ycTpid. IHimiarop koHepeHIi TakoX MOXKE IOBHICTIO
KOHTPOJIIOBaTH, XTO MIJKIOYAE€TbCA /0 PO3MOBH, 3aJMILAIOYM KOPUCTYBayiB y
pEeXHUMI OUIKYBaHHSI.

Hanamryiite 6e3neyny nepenavy (aiiiis

Y OaraThoX JoJaTKax BilE€0O3B’sA30K MIM(PYETHCA 3a 3aMOBUyBaHHSIM. Jleski
cepBicd MU(PYIOTh 3a 3aMOBUYBAaHHSAM JIMILIE YaT, B TaKOMY pa3l MHUPpyBaHHS
B1JICO3B’SI3Ky MOTPIOHO BCTAHOBUTHU CaMOCTINHO. [HO/AI 1OAATKM TaKOX J03BOJIAIOThH
BCTAHOBJIIOBaTH OOMEXEHHSI 1010 THUIIB (PailiiB, AKI YYACHUKH MOXXYThb HaJCHIIATH.
Hanpuknan, MokHa 3a00pOHUTH HAJICWJIAaHHS BUKOHYBaHUX (ailiiiB hopmarty .exe.

KepyiiTe 3a/1y4eHiCTIO y4aCHUKIB

binprricte mmaTopM TaKOX JO3BOJSIOTH KOHTPOJIOBATH, XTO 1 KOJH came
npuenHaBcs A0 13BiHKA. lle MOXHa BIJICTEXUTH 32 TUM, XTO 3 3apEECTPOBAHMX
YYAaCHHKIB MiJKIIOYMBCS, a00 3a CIHCKOM YYAaCHHKIB, SKHMH MOXHA 3aBaHTAKUTHU
TICJIsl 3aBEPIEHHS 3BIHKA. Y CIHCKY YYaCHHUKIB TAKOXK YaCTO JOCTyMHA 1HhOpMaIlis
MIOJI0 Yacy MiJKIIOYCHHS Ta BIKIIOYCHHS KOPUCTYBadiB — TAaKUM YWHOM MOYKHA
NEepeBipUTH, YU OYB KOPUCTYBad MPUCYTHIM IMPOTATOM YCi€i TPUBAIOCTI J3BIHKA.

BcTraHoBITH 00MeKeHHS T0CTYILY 10 €KPaHy

OOMeXTe MOKJIMBICTh CIUJIBHOTO JOCTYIY O €KpaHa Ajisi XOCTy abo JIFOJIWUHH,
gaka obupae xoct. Tak Bu yHukHere pusuky BUTOKY naHux. [lin yac cmiibHOTO
BUKOPUCTAaHHS €KpaHa MOLIMPIOWTE JIUIIe HEOOX1HI MpOorpaMu, a HE BECh POOOUUid
cTi1. OCKUIbKH, HaBITH IIKTOTpamMa abo iM’s ¢aiiay Ha poOOYOMY CTOJII MOXKE
MICTUTH KOH(]1ACHIIHHY 1HPOpMAITitO.

Kepyrounii cnpaBamy BUKOHKOMY Harans 'OPBOJIIC
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